QZSS L1C/A Signal Authentication using SBAS
SBAS L5S{E S ZEAL=Qzss L1C/ Afg

Dinesh MANANDHAR, Ryosuke SHIBASAKI, CSIS, The University of Tokyo
Contact: dinesh@csis.u-tokyo.ac.jp

We highly acknowledge the support of ENRI to conduct this research
Takayasu SAKAI and Mitsunori KITAMURA, ENRI

QZsSs Signals
DS and PUK in L5S Signal

N\

L5S Receiver at ENRI

GNSS
Recei
[

Authentication Monitoring

Stations (AMS) User Device
Global Deployment
GN
Authentication System at UTokyo ——————— RequestforPUK <+————— Recei
ADC : Authentication Data Center > Send PUK —_—
DS : Digital Signature
(UL £ () DS and PUK Data <

Time To First Authentication (T
MIN: 0, MAX: 30, Med 21

Time Between Authenticaton (TBA) for QZ : 1
MIN: 8, MAX: 805, Median: 31, ju-47, 7: 47 sec

The above figure shows the system architecture to
authenticate QZSS and GPS L1C/A navigation message by
using QZSS L5S signal.
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A Digital Signature (DS) is generated from the navigation
message of L1C/A signal that are visible at AMS. During

the DS data generation process, private and public key el I B R

pairs are also generated at ADC. DS data are broadcasted TTFA: Time To First Authentication ~ TBA: Time Between Authentication

using QZSS L5S signal. Public key pairs are broadcasted | "y g o S et I vt et

either from the QZSS satellite signal or through other ‘

means, such as from ADC NTRIP server at UTokyo. |
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Field tests have been conducted by broadcasting | {.|i" S

authentication test signals from QZSS satellites by using _

L5S signals to study signal authentication Key Performance wf s ,

Indicators (KPI). Some of the KPIs are shown here. ofr g e o Wl e @0 e 00 05 i w10 s e an 80 1 o
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