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Abstract:  Automatic Dependent Surveillance – Broadcast (ADS-B) receivers are vulnerable to jamming and spoofing 

attacks. As Air Traffic Management will rely heavily on ADS-B in the future, it is important to provide protections against 

these attacks. One promising solution is array signal processing, and numerous works have been proposed. However, 

existing literatures have usually focused on providing either jamming or spoofing protection. In real environment, both 

jamming and spoofing protection should be run on single hardware. Therefore, we have been working for implementing and 

evaluating both anti-jamming and anti-spoofing array signal processing on single hardware. In this paper, we present 

preliminary experimental results in an anechoic chamber. For the jamming protection, the power inversion beamformer was 

used to suppress the jamming signal.  For the spoofing protection, the linear prediction was used to measure the angle of 

arrival (AoA) which is used to verify the ADS-B position.  Note that the AoA is beneficial for locating a jammer positon, 

too. The array used was a uniform linear array of four elements. The measurement system were developed, in which the 

signals were down-converted and recorded by a digital sampling oscilloscope. The recorded samples were computed offline 

for array signal processing. As a result of the jamming protection experiment, it was observed that the jammed signals were 

successfully recovered and signal-to-interference ratio (SIR) was improved.  As a result of the initial anti-spoofing 

experiment which uses a continuous wave, the AoA was successfully obtained. 
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1. INTRODUCTION  

 

Aeronautical surveillance systems provides aircraft 
positions to air traffic controller, hence an essential 
infrastructure for safe air travels. Typical aeronautical 
surveillance systems are Secondary Surveillance Radars 
(SSR). Although the current systems have successfully 
supported the world air traffic control (ATC) services in 
many years, ever-growing demand of air traffic now arises 
needs for high performance surveillance systems to 
increase the ATC capacity.  

As a new means of aeronautical surveillance, 
deployment of Automatic Dependent Surveillance – 
Broadcast (ADS-B) has been started or planned worldwide. 
On the ADS-B, aircraft periodically measure their own 
positions and broadcast them to the ground stations, 
thereby realizing accurate and fast update-rate surveillance. 

However, ADS-B fully relies on reports from aircraft, and 
this causes security risks: jamming and spoofing [1-3]. 
Jamming is an emission of Radio Frequency signals that 
compromises a receiver's operational capabilities. 
Spoofing is an emission of false ADS-B messages to insert 
ghost targets in the system. As Air Traffic Management 
will rely heavily on ADS-B in the future, it is important to 
provide protections against these attacks. 

One promising solution is array signal processing [4,5]. 
An antenna array is used for reception. Then, by 
controlling the signal amplitude and phase from each 
antenna ports and summing them, directional pattern of the 
array can be dynamically controlled, which realizes 
various functionalities. For jamming protection, the 
antenna pattern can be controlled such that nulls are 
created towards the directions of the jamming signals. For 
the spoofing protection, the angle of arrival (AoA) can be 
measured to verify the reported aircraft position.  
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So far, numerous anti-jamming or anti-spoofing works 
based on array signal processing have been proposed, e.g. 
[2,6-10]. However, existing literatures have usually 
focused on providing either jamming or spoofing 
protection. Because in real environment, the two 
protections should be run on single hardware, it is 
necessary to implement and evaluate them simultaneously.  

In this paper, we present preliminary experimental 
results in an anechoic chamber. For the jamming 
protection, the power inversion beamformer was used to 
suppress the jamming signal.  For the spoofing protection, 
the linear prediction was used to measure the AoA which is 
used to verify the ADS-B position.  The array used was a 
uniform linear array of four elements. The measurement 
system were developed, in which the signals were down-
converted and recorded by a digital sampling oscilloscope. 
The recorded samples were computed offline for array 
signal processing. As a result of the jamming protection 
experiment, it was observed that the jammed signals were 
successfully recovered and signal-to-interference ratio 
(SIR) was improved.  As a result of the initial anti-
spoofing experiment which uses a continuous wave, the 
AoA was successfully obtained by measuring the peak in 
the angular spectrum. 

This paper is organized as follows. In Section 2, the 
anti-jamming and anti-spoofing protections by array signal 
processing are explained. In Section 3, our measurements 
are explained. In Section 4, this paper is summarized and 
future work is discussed. 

 

2. Array Signal Processing 

 

In this section, the array signal processing algorithms that 

we employed are explained. N  is the number of array 

elements. M  is the number of samples. 
1)(  NCmx  is 

a baseband signal vector at the sampling time m . 

First, the jamming protection is considered. The signals 

are combined such that the jamming signals are suppressed 

while the ADS-B signals are intact.  To do so, a weight 

vector  
1 NCw is introduced. Then, 

11Cy(m)  , the 

baseband signals after applying the weight vector, is 

obtained by 
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In the power inversion beamformer, the weight matrix is 

given by 
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u is a vector to give a fixed unitary gain to one of the 

elements. For example, when the first element is selected 

T]001[ u . R  is a spatial covariance matrix 
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For reducing the complexity, the computation of R  can be 

performed after down-sampling x   [8]. The power 

inversion beamformer can be interpreted that the output 

power is minimized when one of the array gain is fixed to a 

unity. 

 Second the AoA measurement is considered. In the linear 

prediction, the signal power at each direction is examined 

and the peak is identified as the AoA. The estimator is 

expressed by  
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Figure 1 The photo of the receiver. 

 

 

Figure 2 The photo of the ADS-B transmitter. 
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1)(  NCa  is a steering vector which expresses the 

phase shift due to spatial shift from the array center and the 

directional pattern of the array element. 

 

3. Measurement 

 

In this section, measurement for evaluating the 
jamming and spoofing protection is explained. 

3.1 Measurement system 

The measurement system consists of an antenna array, 
a receiver, a jamming transmitter, and an ADS-B 
transmitter. The antenna array is a uniform linear array 
(ULA) of four elements with a spacing of the half wave 
length. The antenna array was built with off-the-shelf A3 
ADS-B antennas as its elements. Figure 1 shows a photo of 
the receiver. The receiver consists of low-noise amplifier 
(LNA), band-pass filters (BPF), mixers, a local oscillator 
(LO), low-pass filters (LPA), and a 4-ch digital sampling 
oscilloscope. The signals are down-converted to an 
intermediate frequency of 10 MHz. The sampling speed of 
the oscilloscope is 2 us. The oscilloscope is Tektronix 
TDS 5104B. The oscilloscope is externally triggered to 
synchronize with the ADS-B transmission. The LNAs are 
R&K LA130 and Mini-Circuits ZKL 1R5+. The mixers 
are Mini-Circuits ZX05-10L-S+. LPFs are SPL 100+. The 
local oscillator is Agilent E4438C signal. 

Figure 2 shows a photo of the ADS-B transmitter. The 
ADS-B transmitter consists of an antenna, a commercial 
pulse generator, a custom-built hardware for up-converting 
and transmit power-control, and a spectrum analyzer for 
monitoring the transmit frequency. The antenna is an ETS-
Lindgren Model 3115 double-ridged waveguide horn. The 
pulse generator is Tektronix AWG410 Arbitrary 
Waveform Generator.  

The jammer transmitter consists of a signal generator, 
Agilent E4438C, and an antenna which is the same model 
as the ADS-B transmitter. 

3.2 Measurement setup 

Figure 3 shows a photo of the measurement setup. The 
measurement was conducted in an anechoic chamber. The 
antenna array was set on the rotator. The positions of the 
jamming transmitter and ADS-B transmitter were changed 
according to the measurement purpose. 

3.2.1 Jamming protection  

In the jamming protection measurement, the ADS-B 
transmitter and the jammer transmitter were placed as 
shown in Figure 4. In a reference case, only the shown 
geometry was measured. In a varying-position case, the 
measurement were repeated at different positions. From 
the reference position, the jammer was moved towards 
either the ADS-B transmitter or the receiver. This allows 

changing the angular difference between the ADS-B 
transmitter and the jammer which is expected to have an 
influence on the anti-jamming performance. The jammer 
signal was set to a continuous wave at 1090 MHz.  

3.2.2 Spoofing Protection: AoA measurement  

In the AoA measurement, only the continuous wave at 
1090 MHz was used instead of the ADS-B transmitter. 
One reason was that this simple waveform is a good 
starting point before realistic experiments. Another reason 
was that the AoA of the continuous wave as a jamming 
signal is beneficial for identifying the jammer position. As 

 

Figure 3 The photo of the measurement setup. 

 

(a)  

 

(b) 

Figure 4 The geometry in the jamming protection measurement: (a) 

the reference case and (b) the verying-position case. 
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for the transmitter equipment, the antenna and signal 
generator for the jammer was used. The transmitter was set 
on the middle of the anechoic chamber. The receiver 
antenna array was rotated from -90 degree to 90 degree.  

3.3 Measurement result 

3.3.1 Jamming protection  

Figure 5(a) shows the signal at an antenna port before 
bearmforming. The ADS-B signal was totally corrupted by 
the jamming signal and decoding is obviously impossible. 
On the other hand, Figure 5(b) shows the signal after the 
beamforming. In the figure, four preamble pulses and some 
of the data pulses are observed. Thus, the pulses were 
clearly recovered. The visual inspection showed decoding 
was possible. Actually, the computed SNR was 16.2 dB 
which is sufficient for decoding. One criterion of judging 
decodable or not is a SNR of 6 dB; the recommended 
decoding technique in RTCA DO-260B uses a 6-dB 
dynamic threshold [11]. In other word, the SNR bigger 
than 6 dB is sufficient for appropriately working the 
dynamic threshold. Another criterion is a SNR of 7 dB, 
according to the assessment report, overlapping of a Mode 
A/C signal of below 7 dB is acceptable for decoding [12]. 
Evaluations in the same manner were repeated for the 
different jammer position. We identified the minimum 
angular difference, but the result is omitted in this paper 
because it shows the limitation of the employed method 
and sensitive in terms of security.  

3.3.2 Spoofing protection 

Figure 6 shows the spoofing protection result when the 
AoA was -40 degree as a representative example. Precisely 
speaking, the figure shows the output of the estimator and 
its peak is the estimated AoA. As shown in the figure, a 
clear peak was observed around -40 degree, which is the 
expected result. The error in terms of the standard 
deviation was 0.8 degree in this case. This value is actually 
promising for spoofing protection because an estimation in 
[13] showed that anti-spoofing is possible even with an 
AoA standard deviation of 4.6 degree. 

 

4. Conclusion 
In this paper, we presented preliminary experimental 

results of anti-jamming and anti-spoofing array signal 
processing for securing ADS-B reception. For the jamming 
protection, the power inversion beamformer was used to 
suppress the jamming signal.  For the spoofing protection, 
the linear prediction was used to measure the angle of 
arrival (AoA) which is used to verify the ADS-B position.  
The array used was a uniform linear array of four elements. 
The measurement system were developed, in which the 
signals were down-converted and recorded by a digital 
sampling oscilloscope. The recorded samples were 
computed offline for array signal processing. As a result of 
the jamming protection experiment, it was observed that 

 

(a) 

 

(b) 

Figure 5 Jamming protection experiment result in the reference position: 

(a) the signal before the beamforming and (b) the signal after the 

bearmforming.  

 

Figure 6 Spoofing protection result when AoA = -40 degree: the 

estimator output. The peak corresponds to the AoA was successfully 

obtained. 
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the jammed signals were successfully recovered and 
signal-to-interference ratio (SIR) was improved.  As a 
result of the initial anti-spoofing experiment, the AoA was 
successfully obtained. We are currently working for more 
detail analysis and more practical implementation using a 
software defined receiver hardware. 
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